
Wazo Security Advisory - WAZO-2020-01 
 
Summary Unrestricted access to Wazo Platform slave database 

Affected Versions 19.12 to 20.01 

Corrected In 20.02 

Severity Minor 

Reported On 2020-01-27 

Reported By Sébastien Duthil 

Posted On 2020-02-03 

Last Updated On 2020-02-03 
 
Description The permissions for accessing the database are configured 

as too permissive by default in a Wazo Platform configured 
as slave in a master-slave cluster. 

Resolution Upgrade Wazo installation to 20.02 (or later) or apply the 
applicable patch. 

 
Patches 

Version Description 

19.12 to 20.01 In a root shell, launch the following command: 
 
curl -L https://mirror.wazo.community/security/WAZO-2020-01.sh | 
bash 

 
This can be done while the system is running. The script will 
reload the PostgreSQL configuration. 

 
Links https://wazo-dev.atlassian.net/browse/WAZO-1510 

 
Wazo Security Advisories are posted at https://mirror.wazo.community/security 
 
This document may be superseded by later versions; if so, the latest version will 
be posted at https://mirror.wazo.community/security/WAZO-2020-01.pdf  
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